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Simpson Strong-Tie Constructs Complete Cyber Resilience

with Rubrik

Mitigating Threats, Managing Risk, and Securing Data Across a Global Cloud, SaaS, On-Prem Environment

| SIMPSON

INDUSTRY
Manufacturing

CHALLENGES

Industry is a prime target for
cyber criminals

Lack of visibility across
data sprawl on-prem, cloud,
and SaaS

Vendor consolidation of
multiple legacy backup
solutions

RESULTS

Remediated cyber threats
with Anomaly Detection and
Threat Hunting

DSPM gives complete
visibility across data in the
cloud and SaaS

One complete cyber
resilience platform

PRODUCTS DEPLOYED

Enterprise Edition
Cloud Native Protection
Anomaly Detection

Data Security Posture
Management

Sensitive Data Monitoring
Threat Hunting
Threat Monitoring

A global leader in the design, engineering and manufacturing of construction
products, Simpson Strong-Tie and the builders that rely on their solutions
cannot afford downtime and costly project delays. Spanning more than

70 offices worldwide and thousands of patents and trademarks, the
manufacturing powerhouse is a prime target for cyber criminals.

“For years, it seemed as though the manufacturing and construction industry
was ‘immune’ to cyber attacks; that is no longer the case,” said John Meng, VP
of IT Operations and Infrastructure at Simpson Strong-Tie. “The bad actors
know that the exposure of cyberattacks in our industry is exacerbated by the
amount of confidential and proprietary information digitally stored and shared
across projects and long information technology chains.”

“Infrastructure, financial accounts, business sensitive information, and data
from employees and projects may be at risk,” Meng continued. “That'’s
why Simpson Strong-Tie prioritized data security and cyber resilience in
partnership with Rubrik.”

RUBRIK STANDS AS THE LAST LINE OF DEFENSE IN SIMPSON’S CYBER
RESILIENCE ARSENAL

“The need for data security and cyber resilience in today’s landscape has
turned the IT world upside down. Your traditional disaster recovery solutions
do not apply today. It was clear that our previous backup solution was
not equipped to face the growing cyber threats staring at us in the face,”
said Meng.

Recognizing the need for a complete data security solution, Simpson Strong-
Tie turned to Rubrik, a partnership that has proven instrumental in their

digital transformation journey. With multiple petabytes of data across on-
prem, cloud, SaaS, and edge locations, Rubrik’'s complete cyber-resilience
offerings, including immutable backups, Anomaly Detection, Threat Hunting,
and Data Security Posture Management (DSPM), have become the bedrock of
Simpson’s cybersecurity strategy.

“We are in a new age that requires us to rethink data security. Rubrik is a clear
leader in the digital protection and cyber resilience spaces as both a strategic
partner and next-gen solution to help us prepare for and bounce back from a
cyber attack that we all know is coming,” said Meng.

Simpson Strong-Tie utilizes Anomaly Detection to identify unusual activity
and get a clear forensic analysis of an attack’s blast radius/scope. Coupled
with Threat Hunting to uncover malware and avoid reinfection, Rubrik gives
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https://www.rubrik.com/products/ransomware-investigation
https://www.rubrik.com/products/threat-hunting
https://www.rubrik.com/products/data-security-posture-management

the Simpson Digital team confidence and assurance
to quickly and safely recover. With Rubrik, Simpson
Strong-Tie has been able to detect anomalies early and

proactively remediate potential incidents from escalating.

STAYING AHEAD OF THE CURVE WITH RUBRIK
SECURITY CLOUD

A cloud-first organization, Simpson’s critical workloads
live in Azure and Microsoft 365. The company initially
relied on Azure-native backups, but realized that
Rubrik’s ability to test restores, verify backups, and
hunt for threats across multiple cloud platforms through
one unified solution, Cloud-Native Protection, was a
game-changer.

Data Security Posture Management (DSPM), in particular,
provides visibility into the sprawling sensitive data
across Simpson’s expansive cloud environment. “Prior to
deploying Rubrik DSPM, it was very difficult to quickly
identify and accurately classify servers and folders that

require special security properties,” continued Meng.
“Rubrik gives us seamless visibility across our entire
landscape, which in turn, helps us build a proactive
action plan to remediate these potential risks, specifically
around unstructured data in the cloud.”

The same visibility and control is exercised across

the organization’s on-prem data with Sensitive Data
Monitoring, enabling the team to block access or isolate
user permissions to sensitive data.

“Historically, cybersecurity has not been top-of-mind

for the manufacturing and construction industry —in
large part because we were not subject to heavy
regulations in data security and privacy laws. However,
as new technologies like machine learning and robotics
are employed, they require data security and privacy
risk assessments and proper controls in place,” said
Meng. “The industry as a whole is undergoing a digital
transformation journey and we are committed to staying
ahead of the curve.”

““We are in a new age that requires us to rethink data security. Rubrik
is a clear leader in the digital protection and cyber resilience spaces
as both a strategic partner and next-gen solution to help us prepare

for and bounce back from a cyber attack that we all know is coming.”’

—-John Meng
VP of IT Operations and Infrastructure at Simpson Strong-Tie

Rubrik (NYSE: RBRK) is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations
achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and
threats, and restore businesses with their data when infrastructure is attacked.
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For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.

Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this
document are registered trademarks or trademarks of the relevant company.
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